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A causal, stochastic model of networked computers, based on information theory and
non-equilibrium dynamical systems is presented. This provides a simple explanatino for
recent experimental results revealing the structure of information in network transac-
tions. The model is based on non-Poissonian stochastic variables, and pseudo-periodic
functions. It explains the measured patterns seen in resource variables on computers in
network communities. Weakly non-Poissonian behaviour can be eliminated by a confor-
mal scaling transformation, and leads to a mapping onto statistical field theory. From
this it is possible to calculate the exact profile of the spectrum of fluctuations. This work
has applications to anomaly detection and time-series analysis of computer transactions.
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1. Introduction

Computer network communities are clusters of computing machines, linked into
a network, and utilized by a social group, such as company personnel, university stu-
dents, or dialup users. Increasingly, such computer systems are used remotely, via
online services such as the World Wide Web and others. In spite of their geograph-
ical locations and local populations of users, computer communities are influenced
by transactions from a wide variety of sources. This exposes hosts to broad random
source of external influence and can make it difficult to trace the causal relationships
which lead to measured performance and resource usage. Understanding how the
individual systems in computer communities behave and relate to one another is
important for capacity planning and for the detection of anomalous behaviour. It is
therefore important to have a theoretical framework in which one can examine these
random influences, and predict the main substance of their effect on the system.

At present, very little is understood about what changes in resource usage (disk,
CPU usage, process activity etc) tell us about computer systems. It is generally
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assumed that the detection of anomalies, in the patterns of resource usage, might
enable one to uncover attempts at misuse'2, or even system problems**. Long term
changes can assist with capacity planning and re-dimensioning of services. Attempts
to study the behaviour of resource variables, for the sake of understanding their main
features without prejudicial motivation®® have revealed that the behaviour of the
variables has a stochastic nature. A model is therefore required to understand these
measurements.

The purpose of this paper is to describe, in detail, a model which accounts
for the central features of the observed behaviour in a subset of the totality of
system variables. This subset can be called transaction variables, or counting state
variables. This is a follow up to a briefer paper” where a less complete picture
was presented. Transaction variables should not be confused with other measures,
such as arrival time studies, used in network traffic analysis. A few embryonic
ideas about transactional behaviour from the viewpoint of graph theory appeared
in an appendix to ref. &, but these were not related to empirical studies; also some
discussions of periodic modulation have been modelled in ref. °.

In refs. 34, it was argued, already on general grounds, that computer systems
ought to behave like thermodynamic statistical mechanics. In ref.”, the effect of
periodic behaviour was discussed and it was shown that this lead to a classic finite
temperature distribution signature, after one accounted for non-equilibrium effects.
The aim of the present paper is to amplify, in detail, on the mathematics which
explains those empirical results®® and also to provide a deeper explanation of the
scaling transformations which lead to the thermal behaviour of ref. 7. The paper is
is necessarily of a technical nature and refers to concepts from both mathematical
physics and computing systems. Although several authors have attempted to for-
mulate mathematical models of computer systems, in various situations, these have
only used best-fit approaches to model empirical data. It turns out that a simple-
minded but powerful description of computer transactions is possible, due to the
periodicities in their patterns of usage. The method used here is anadaptation of
well-known techniques from the quantum field theory of pseudo-periodic systems'®.

The plan for this paper is as follows. After a brief description of the types
of variables which characterize computer behaviour, a generic stochastic model of
transactions is presented using the formalism of statistical field theory and generat-
ing functionals. In section 3 the effective action (analogous to thermodynamical free
energy) is defined for steady state systems. This serves as an approach to determin-
ing the spectrum of fluctuations in measurements of random variables. In section 4 a
transformation of variables is discussed which allows one to discuss non-steady-state
behaviour in terms of steady state concepts. In section 5, the observed behaviour
of the entropy or average information content of computer time-series is explained.
It is shown that entropy, defined as is most appropriate for computer measure-
ments, does not always increase in the computer model. Nevertheless, maximal
entropy distributions are useful reference points since they represent steady state
behaviour. In section 6, the relevance of periodic patterns of behaviour to ther-
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mal systems is described and it is shown how the Planck spectrum emerges from
computer measurements®% which are close to steady state.

In this work, the tools of statistical field theory are used. Many concepts arise
which have familiar analogues in thermodynamics of finite temperature systems.
One should not be confused into thinking that these analogies are the reason for the
model presented here. They are merely reference points which are likely to be more
familiar to the average reader than the studies of pseudo-periodic systems on which
the calculations are based. The fact that thermodynamical properties in physics
can be calculated as a pseudo-periodic system was noted by Kubo, Matsubara,
Martin and Schwinger!!, and has to do with the Planck hypothesis of discrete
frequencies. This is coincidence with fortunate consequences. In the present case,
the use of periodic systems is no coincidence: it follows from the empirical boundary
conditions of computer systems coupled to pseudo-periodic user behaviour.

The main reason for the applicability of statistical field theory in computer
behaviour is that an information theoretical description is common to both. What
passes as a transfer of information (a transaction) in information theory may be
regarded as a thermal or non-thermal fluctuation in statistical mechanics. The
model adopted for the current analysis is of a computer system as a set of dynamical
variables, influenced by internal interactions and external (environmental) forces.
External forces include influences due to user interaction or to network interaction,
or other hidden dependencies. The aim of this work, then, is to provide a detailed
understanding of the stochastic processes at work, and use these to calculate a
measurable quantity: the spectrum of fluctuations.

2. Variables and characteristics

Computers, like other complex systems are characterized by behaviour at micro-
scopic, mesoscopic and macroscopic scales. Microscopic behaviour refers to small
changes or atomic operations which are at the lowest level of the causal hierarchy;
mesoscopic behaviour looks at small conglomerations of microscopic processes and
examines them in isolation; macroscopic behaviour concerns the long-term average
nature of the system. At the microscopic level one has, for instance, individual
system calls (on the order of milliseconds). At the mesoscopic level there are clus-
ters and patterns of system calls including algorithms, procedures and even viral
activity (on the order of seconds). Finally, there is the macroscopic level at which
one views all the activities of all the users over scales at which they typically work
and consume resources (minutes, hours, days, weeks). Since it is users who cause
the most significant changes and problems in computer systems®, the macroscopic
scale is of special interest for the detection of anomalies, but a microscopic picture
is still needed to understand the larger changes as chains of macroscopic ones.

One reason for studying the behaviour of computer systems is anomaly detec-
tion and trend analysis. Anomaly detection, in computer systems, means identifying
patterns and trends in system variables which point towards faults in the system,
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or potential abuses. The automatic detection of such ‘anomalies’ would allow au-
tomated systems to respond with countermeasures, where necessary*. In order to
detect anomalous and hence potentially threatening behaviour, one first needs to
characterize what is normal. Empirical measurements form a basis for this distinc-
tion, but would be incomplete without a mathematical model which described and
accounted for them.

The variables which characterize computer behaviour are many and varied.
There is no set of standard measures which forms a universal basis for comparing
arbitrary computers: each type of computer has its own variables, determined by
its operating system. A discussion of computer behaviour thus has to be abstracted
sufficiently in order to be generally applicable. The variables also have different
types of characteristic behaviour: some variables take values from a small fixed set,
some maintain quasi-continuous, statistical distributions, with expectation values
(low entropy), others have no expected value at all (high entropy).

This paper describes the behaviour of a common subset of variables, which may
be referred to as counting state, or transaction variables, i.e. variables which count
the number of occurrences of a particular type of event over time. Transactions
are characterized by resources which are tied up for a short time, and then released
again. There is a conservative nature to these processes, which allows them to
be approximated by a conservative field theory over macroscopic times. Table 1
provides some examples of the variables which are covered by the discussion of this
paper. Transaction variables have a special significance in relation to statistical

No. of connections To various network services
No. of user processes Summed over all users

No. of system processes | Depends on connections
No. of paging operations | Depends on memory load

Figure 1: Table of some counting variables to which the arguments of this paper can
be applied. These variables characterize resource usage and activity on the system.
The counts are generally maintained by the system, either explicitly or implicitly
as lists.

field theory, since Fock space methods'?, which are used to describe equilibrium
and non-equilibrium statistical mechanics, have precisely the property of counting
numbers of ‘excitations’ called quanta. Quanta, or virtual particles, are nothing
more than brief energy transactions which conserved resources (energy) on average.
There is a well defined theory surrounding such phenomena, and this can be applied
directly to the problem at hand in order to simulate the stochastic processes at
work in computer systems. This is not an analogy, but an identity, made possible
by the periodic structure of the system, and by the well-known group-theoretical
connection between periodic systems and finite temperature ones, expressed by the
Kubo-Martin-Schwinger (KMS) relation*!.

Measurements, such as numbers of users, numbers of processes, numbers of
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connections to services and other counts may be regarded as stochastic variables
provided they originate from sources whose distributions are sufficiently random
over the time-scale at which average behaviour is observed. Randomness arises
from unpredictability in the arrival of events. This is a result of hidden complexity
from several causes:

e User or system decision times.

Patterns of resource usage within each task.

User tasks overlapping randomly.
e Users at remote locations overlapping.
e Interactions between system and external influences.

Regardless of whether one traces a deterministic component in any of the above
(there are clearly threads of cause and effect in any mechanism), there is sufficient
variety and mixing to ensure randomness, provided one waits a sufficient length of
time. This is the principle of ergodicity for independent causes.

For each type of variable, one can abstract the event being counted and view
it as a generalized transaction, i.e. an occurrence which lasts for a finite amount
of time and then disappears. For instance, a network connection to a web server
results in a transfer of data and is then gone again. A user process, in a similar
way is an ephemeral event, which begins with a login or the execution of a program
and ends when the application ends. In statistical field theory, such a transaction
would be referred to as a fluctuation, or even a virtual excitation.

The essential equivalence between a transaction and a virtual process or ran-
dom fluctuation is no accident, and this determines appropriate theoretical tools to
describe transaction based systems. In ref.!® it was shown how an ideal state could
be defined for a computer system, over macroscopic time-scales by combining the
details of policy configuration with the characteristics of average state. It is the
nature of such an average state that this paper ultimately aims to address.

3. Dynamics and kinematics

A computer system is a dynamical system, composed of variables which change
in time. It must therefore follow the same basic principles as any other set of
variables which changes in time. At the scale of macroscopic averages, one may
use a holonomic (continuous) approximation to the system and this is the starting
point here.

Let ¢;(t), where ¢ = 1,2,...N be the set of measurable transaction variables
which can be associated with a computer system. A canonically complete dynami-
cal system can be associated with the set of phase-space variables, ¢;(t) , ¢;(t), i.e.
the variables and their time derivatives. Not all variables can be considered differen-
tiable functions of time, but it will be possible to give the derivative a meaning even
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for discrete variables, so this may be regarded symbolically for the present. Given
that the values of these variables can change statistically with time (the nature of
this variation will be qualified later), at any time ¢, we can decompose the value of
g(t) into a local average and a fluctuating piece.

q(t) = q(t) + dq(t). (1)

This means essentially decomposing ¢(t) into fast and slowly changing variables.
The average value q(t) varies only slowly with time, but many rapid changes dq(¢)
fluctuate about the average value. The average may be defined by

gi(t) = — / gi()dt’, (2)

Ti—t ),
where ¢ — ¢; is the interval over which the average is taken, and it is assumed that
t—t; <t—to, 3)

where % is the ‘zeroth’ time at which the system was in the ideal state. The rate
at which variables are changing ¢(t) can also be measured. A similar procedure can
be implemented for the N derivatives and their local average values.

For the sake of characterizing the state of the system, one is interested in change
of the average values since some initial time ¢g:

di = {@;(t) — @ (to), di(t) — di(to) } - (4)

The dynamical content of any holonomic system is determined by an action func-
tional. This summarizes all of the freedoms and constraints in the system and can
be written

Slai(t). D (t)] = / dt (02 — V(a)) . (5)

where V (¢) is a function of the ¢, called the potential. The time derivatives ensure
that the system in fact changes in time, and the potential represents the cost of
incurred by making those changes. The microscopic constraints of the system are
determined by performing a functional variation if the action with respect to the
variable ¢(t).

0S = /dt (—2(6,52(]1')5(]1‘ - a‘g(ql)éqz(t)> , (6)
qi
The stationary variations,
05 =0 (7)

are those which are most stable (i.e. most persistent) with respect to changes in
q(t) and therefore dominate the average behaviour. The condition on ¢(t) in order
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for it to satisfy this stationary requirement, is its so-called equation of motion, or
the equation which describes its time development.

The action summarizes the complete dynamical content of a model, with the
exception of topological considerations (here, periodicity in time). Once it is ex-
pressed, the implied constraints and state of the system need only be supplemented
by a specification of initial conditions, to give a complete description of the dy-
namical behaviour for all times. In a steady state, even initial conditions become
redundant. The essence of any model thus lies in determining its action. Any mi-
croscopic dynamical system can be formulated in this way. In this paper, it is shown
that an action formulation for computer systems also leads to a good description
of the stochastic behaviour. The kinematical properties of the system are then any
properties which are derived from the action, or the field equations, without further
assumptions.

A stochastic model differs from the microscopic model described by the action
only by the addition of fluctuations. These are random changes dgq for which 65
is not precisely zero. Fluctuations are a simplified model for influences on the
system which stem from an external environment, i.e. influences which are not
directly controlled from within the system itself. External influences are usually
called sources. The next section deals with stochastic aspects and hidden variables.

4. Fluctuation generating functionals

In this section, a summary of standard fluctuation theory is presented in sim-
plified form, using the notation of the remainder of the paper.

The empirical studies in refs. % show that the counting variables which this
paper seeks to understand are stochastic variables. Stochastic models are well
understood in statistical mechanics and they can be used as a basis for making
predictions about counting variable observations. The free energy, also called the
effective action, is a useful object to consider in this respect, since it is an effective
generating functional which summarizes the effect of the stochastic processes of the
system. The spectral decomposition of the free energy has already been shown
to be well described by a stochastic model” when sufficient data can be collected,
and serves as long-term guide for cases where only limited data are available. This
section describes how such a functional can be obtained.

The effect of a stochastic source on a dynamical system may be calculated using
the standard method of generating functionals. The interpretation of any dynamical
variable as a fluctuating, statistical phenomenon is made possible by considering the
effect of infinitesimal perturbations to the field. This may be approached by the
introduction of linear perturbations to the action, or sources

S—>S—/dV}Jq, (8)

where J is an external influence or source. Equivalently one may write the field
in terms of a ‘average’ part (¢(t)) and a fluctuation part d¢g(t), where the division



The Kinematics of distributed transactions

results from the action of the source:

q(t) = (q(t)) + dq(t). 9)

These two constructions are equivalent for all dynamical calculations and it is these
which will be used below. Their equivalence can be confirmed by the use of the above
generating functionals. The object WJ] denotes the generator of fluctuations in
a field and is often referred to as the effective action as a function of its source J.
The generator W |[.J] was introduced by Schwinger in ref. 4.

We begin by defining averages and correlated products of the fields, resulting in
the effective action for a model. The effective action leads directly to the spectrum
of fluctuations in the model.

Consider a field theory with a single real field ¢(¢) and microscopic action action
S[g]. The action is a generating functional which determines the constraints on
the behaviour of the dynamical variable q(t) by a variational principle!®. For the
simplest dynamical system, may write

S = / Vi 3a()Oq(t). (10)

This action (which is purely quadratic in the field) serves initially as a simple
model for freely occurring, steady-state dynamical behaviour. Later there might
be cause to generalize this form to describe more complex scenarios. In particular,
the introduction of higher powers of ¢(t) which signify self-interaction or mutual
interference (collisions) between events is likely to be useful in modelling competition
and contention for resources. For now, it serves as the simplest case and thus a
starting point.

The Gaussian weighted average, for statistical weight p = e~5/% is defined by
the weighted trace

Tr(pF)
F =
(Flql) Trp
J dpla)Flgle =% (1)
[ dulgle=+5
The statistical mixture above can be calculated by another generating functional
ZJ] = /du[q]effdw[%q@wq], (12)

which bears notable similarities to the classical thermodynamical partition function'®.
From the definitions above, we may write

Z[J] _ - tJq
700~ (e~ JaviTay, (13)

The effective action, as a function of the sources W([J] is defined by

exp (=W[J]) = Z[J], (14)
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thus W[J] is like the average value of the action, where the average is defined the the
Gaussian integral. Now consider a shift of the fields in the action, which completes
the square and diagonalizes the exponent in (13).

(¢+ K)O(q+ L) — KOL = qOq + qOL + KOq. (15)

The right hand side of this expression is the original exponent in (12) provided we
identify

OLt) = J() (16)
= 1) = [0 HeI) (17)
and
KHO = J() (18)
= K() = / AV J () (O™ (¢, 1) (19)

where f dVyO~1O = 1. With these definitions it follows that
KOL = /thdw J(OHYJ (20)

and so
Z[J] _ /d,u[q] 67% fth[(quK)(’)(quL)fJ(@’l)J] (21)

One may now translate away L and K, using the fact that the functional measure
is invariant. This leaves

Z[J] = exp <§ /thth/ J(@l)J) Z10,0] (22)
WJ] = - / dVi;dVy J(O~1)J + const. (23)

By differentiating W[J] with respect to the source, one obtains,

oW

W=y = [ IO (24

Now one may identify (@’1) as the inverse of the operator in the quadratic part of
the action, which is clearly a Green function, i.e.

(@) = Gt1). (25)
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Moreover, we have evaluated the generator for correlations in the field W[.J].
1
Wi = — / AVidVi TG )T (E). (26)

This will be used to elucidate the significance of the Green function for the fluctu-
ations postulated in the system.

The first derivative of the effective action with respect to the source is the
expectation value

S = (a0, (1)

which implies that, for the duration of an infinitesimal fluctuation J # 0, the field
has an average value. This tells us that the time scale over which fluctuations occur
must be small compared to the time over which the system is observed, if a steady
state is to be preserved over the observed time scales. If it has an average value,
then it also deviates from this value in fluctuations, thus we may write

0(t) = 57 + 8000, (29)

where d¢(t) is the remainder of the field due to J. The average value vanishes
once the source is switched off, meaning that the fluctuation is the momentary
appearance of a non-zero part in the local field (a transaction). The rate of change
of this average is

WL~ g - (o))

= G(t,t). (29)

The right hand side of this expression is the correlation function G(¢,t"), otherwise
known as the time ordered Green function. It signifies the response of the field to
its own recent fluctuations.

The time ordered Green function, or correlation function may be obtained from
a generating functional W which involves the action. W[.J] is sometimes referred to
as the generating functional for connected Green functions (correlation functions)
since, graphically, the structure of the Green functions is such that there are only
contributions for causally related events.

A final form of the effective action is found by performing the Legendre transform
of W[J] so as to eliminate the dependence on the external source J7 and replace
it by a parameterization on the average field, which is directly measurable.

I'l(g)] = WJ] = J(q)- (30)

This leads to a form called the effective action, which is trivially related to the free
energy in statistical mechanics:

o)) = —sln | due-staroas, (31)
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The subscript TB refers stands for ‘transaction bubbles’ and refers to the fact that
the Legendre transform serves to cancel off all correlation graphs which are not
closed loops, i.e. not complete transactions!”. This form is useful, since one usually
does not know the form of J. It allows one to express self-consistent behaviour in
terms of the measured variables alone. In this form, the effective action is essentially
identical to the thermodynamical free energy. The link between the two follows from
identifying a periodicity in time with a temperature. This is a technical detail, which
leads to the famous Kubo-Martin-Schwinger condition''. Since it only affects the
analogy to thermodynamics, it will not be discussed here.

In summary, the effective action/free energy is a sum over all complete trans-
actions in a fluctuating system and relies only on the assumed microscopic model
which specifies available freedom and applied constraints. This summation can be
regarded as an energy, or level of activity in the system as it is in the physics of
thermodynamical systems. In particular, the integrand in eqn. (31) represents the
spectrum of fluctuations for a steady state system and will be directly useful later.

5. Non-steady-state behaviour

Thermodynamics is about systems which are in a steady state, i.e. where the
external influences on the system (J) = 0 on average. Since the fluctuation time
for computer systems is much shorter than the time over which averages change
appreciably, it is reasonable to suppose that computer systems will be approximately
described as systems close to steady-state equilibrium. This is an idealization, and
is only approximately true in general and thus one needs to formulate a description
of systems which actually vary slowly over macroscopic times. This leads one to the
language of non-equilibrium fields'®. Non-equilibrium physics is more involved than
steady-state physics, but there is an approximate view of non-equilibrium systems
which turns out to be fruitful in understanding computer behaviour'®, which is
based on dimensionless variables.

Variables which are characterized by non-steady-state behaviour can be ex-
pressed in terms of even and odd time variables'®, by dividing time up into in-
finitesimal regions. Between any two points, one may define

t (t
;o 1
2

—t/)

t = =(t+t). (32)
No function in the model would depend on the average %, if the system were trans-
lationally invariant (steady state) in time. Thus ¢ characterizes non-steady-state ,
i.e. non-equilibrium behaviour.

Non-equilibrium systems are related to equilibrium systems by a time-dependent
transformation, which in turn is related in more general cases to a conformal trans-
formation. In physics, such a transformation is often described by formulating a
gauge theory. This involves allowing transformations of the dynamical variables
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which take the form

T

g(t) — el AT (@) (33)

for some complex variable A(f). Such a transformation leads to an alternative
parameterization of the problem. If this change is accompanied by an overall scaling
of the action, it results in a reference model, formed from dimensionless, pseudo-
steady-state, average variables. This idea appears towards the end of the paper, in
the light of the concepts and calculations to follow.

This ability to relate a changing system to a static one, depends first on whether
‘average behaviour’ can be meaningfully defined, and second on the fact that the
non-equilibrium changes to the average behaviour are slow compared to the obser-
vation time scale. The formalism for defining averages was presented in the last
section. It has already been shown in refs. 7 how this transformation is successful
in relating the normal average behaviour of computer systems to static thermal
systems for a number of stochastic variables with periodicity.

The task for the remainder of this paper is to describe the meaning of this
relationship between static and dynamical in the context of distributed computer
systems. Particular attention is paid to the definition of average behaviour where
the role of periodicity is central in determining the type of static system onto which
the system can be mapped.

6. Entropy and fluctuations

The entropy of a dynamical system is an indication of the amount of variation
in its transitions. In the present context, one is interested in characterizing the
scope and randomness of the fluctuations, i.e. transactions in a computer system,
resulting from an external environment with periodic behaviour. A discussion of
the entropy is important because it is a quantity which can be measured directly
from the time series. It also relates directly to the issue of non-equilibrium, or
non-steady-state statistics.

A steady-state system is translationally invariant in time and thus remembers
nothing of its prior history. By contrast, a non-equilibrium system does have an
explicit memory of its past (it depends on ) and this is reflected by an ordering, or
non-maximal entropy content in the signal. The definition of the entropy depends
on the time scales over which define the averaging procedure for the field.

There are two ways of measuring entropy in a computer system: cumaulative
entropy, which is measured from an initial time and is based on an ever increasing
set of data points; and sliding window entropy, which is based on a fixed width,
sliding window of data with a constant number of points at every moment. In the
latter case, the system forgets its history after a certain arbitrary period of time; this
has practical advantages in real systems, since it is not possible to retain historical
data for infinite periods of time. The entropy of a signal changes with time according
to the amount of information being input. In a steady state system, entropy always
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increases. Entropy can decrease in open systems which are influenced by outside
forces, such as an ordered environment.

Entropy is also closely associated with the amount of granularity or roughness in
the classification of information; thus it is non-unique and a calibration is necessary.
All statistical quantifiers are related to some procedure for coarse-graining informa-
tion, interpreting information, or eliminating detail®. In this case, it is related to
the sample size of measured transactions and classification of data into cells about
the mean.

Entropy is useful because is it a single numerical value which summarizes a po-
tentially complex shape of distribution. It also has specific combinatorial properties
which apply to probabilities for arrival of fluctuations. To define entropy, consider
a variable as a function of time f(¢). We wish to analyze the behaviour of system
resources by computing the amount of entropy in the signal f(¢). This can be done
by coarse-graining the range of f(t) into v predefined cells:

F' < f(t) < Fi, (34)

where i = 1..v,

Fi = pitt (35)

and the constants F'L are the boundaries of the ranges. The probability that the
signal lies in the cell ¢, during the time interval from zero to T is the fraction of
time the function spends in each cell i:

e i i
D) =5 [t 0(-F) =0 ()= F})]. (36)
where 6(t) is the step function, defined by
1 t—t'>0
ot—t)=<¢ & t=t (37)
0 t—t'<0
The Shannon entropy?° is:
S(T) == pi(T)logpi(T). (38)
i=1

where p; is the probability of seeing event i on average. 7 runs over an alphabet of
all possible events from 1 to v, which is the number of independent cells in which we
have chosen to coarse-grain the range of the function f(¢). The entropy, as defined,
is always a positive quantity, since p; is a number between 0 and 1.

Entropy is lowest if the signal spends most of its time in the same cell Fi. This
means that the system is in a relatively quiescent state and it is therefore easy to
predict the probability that it will remain in that state, based on past behaviour.
If all possibilities occur equally on average, and there are no other constraints, then
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the entropy is maximal i.e. there is no pattern to the data. In that case all of the
p; are equal to 1/v and the maximum entropy is (logv). If every message is of the
same type then the entropy is minimal. Then all the p; are zero except for one,
where p, = 1. Then the entropy is zero. This tells us that, if f(¢) lies predominantly
in one cell, then the entropy will lie in the lower end of the range 0 < S < logv.
When the distribution of messages is random, it will be in the higher part of the
range. This information can be used to reorganize system resources on a number of
levels.

For convenience, in the present work, we shall define entropy by the following
procedure. If v is the number of partitions we choose to classify a time-series
function f(t) into, then the granularity of the data is:

maxyp f(T) — minp f(T)
v

Gv) = (39)

The v cells or partitions F; are then chosen to lie in the range of the numerator of
the above expression. This definition clearly requires one to know the maximum
and minimum values over the time region of the analysis and is therefore limited
to an a postiori analysis. In a running time-series anomaly detector, one would use
the experience gained from a past sample to set sensible bounds.

In order to gauge the meaning of the entropy for the datasets, one computes
the scaled entropy for a range of partitionings of the data and placed these on a
scale from zero to unity by dividing by logv. The entropy of the distributions is of
interest in seeking a suitable representation for the fluctuation spectra. In particular
maximal entropy distributions such as the Gaussian normal distribution, Boltzmann
canonical distribution and derivatives of this, like the Planck distribution can serve
as useful tools for modelling the behaviour of the system if the fluctuation spectra
are sufficiently random.

The significance of maximal entropy distributions is really connected with closed
systems in which entropy always increases. The maximal entropy distribution is
therefore the final state of a system approaching equilibrium in a closed system.
This is not necessarily the case here, however it is still interesting to compare the
extent to which the entropy can be considered maximal in the signals, i.e. how close
one is to a steady state.

The entropy of a signal is a function of the time . It changes in response to the
changing distributions of data. One can calculate the total entropy of a complete
time interval of data, but the total entropy is strongly dependent on the sample
of data. This property alone is potentially useful for characterizing normal from
abnormal behaviour. The entropy alone however is not sufficient to determine the
best type of representation for data or the shape of the unique distribution, but it
is a useful guide which indicates whether a particular data fit is appropriate. That
is the reason why so much attention was paid to entropy in refs. 5.
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Maximal entropy distributions are derived from the Lagrangian

L= pilogpi+ A x(pi), (40)

where

x(pi) (41)

is a constraint. The distribution may be evaluated by maximizing the entropy
subject to the constraint

Z pi =1 (42)
=0

which is formalized using a Lagrange multiplier A
L:—Zpihlpi—A(Zpi—l)- (43)

Maximizing with respect to p; and A,

oL
= 0
Opi
OL
-~ 44
o= (14)
gives
1
pi=exp(—A—1) = " (45)

The corresponding constrained maximum entropy distribution, the so-called canon-
ical distribution, adds an additional constraint, namely that the expectation value
of a quantity F; defined over the distribution cells, should have a constant value:

ipiEi = €. (46)
=0

In physics, this constraint refers to the energy, which is associated with the cost
of fluctuations. Here the cost of fluctuations is referred to as latency. Adding the
extra condition gives

L= —Zpi Inp; — A(Zpi —-1) - ﬂ(ZpiEi —e). (47)

Maximizing with respect to p;, A, 3, gives
o—A—1,—BE:

e BEi

-
E e_BE'L
=0

pi =
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This is the Boltzmann distribution of probabilities. When the energy is a functional
(the Euclidean action) S[q] of some function g, this may be written

e—BSldl
pile) = W- (49)
This value may be derived from the generating functional I'[¢], called the effective
action,

Tlq] = —sln/dqe‘ﬁs[q}/s. (50)

This is the maximal entropy content of a fluctuating system. For energy spectrum,

jo <q2—f)2 (51)

this is a Gaussian normal distribution, which one might initially assume would be
the distribution pattern for events about the mean. For quantized energy levels,
proportional to an integer value, it yields the Bose-Einstein distribution, the sim-
plest case of which yields the Planck spectrum. In fact this is the distribution which
occurs.

6.1. Cumulative entropy and sliding windows

The entropy is not a translationally invariant quantity; its value depends on
sample size. Entropy can be measured with respect to a fixed time interval, or
cumulatively from a fixed point in time. In the empirical studies®, both of these
cases have been considered in order to determine the scaling of fluctuation impact
in different sampling schemes. In practical applications, data can only be kept for a
limited interval of time. It is thus important to know how much data are required
and also the sensitivity of data to the sample window.

Consider a time series in which one accumulates data. Each measurement falls
into a one of v predecided classes, as described above. At any given time there is a
total of N measurements divided into class occupation numbers n;, where i = 1..v.
Thus the probability of the system being in a given class is

Di = nZ/N (52)
and naturally one has the condition

As the number of measurements increases the entropy S is recomputed and changes.
An important property of the entropy is how it changes with increasing amounts of
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data. This will indicate the impact of measurement criteria on the randomness or
stability of the signal. If one considers the entropy

n; . n;
with the condition that the sum of probabilities is unity, then
oS 1 1 mn;
o, ~ N NOn A
oS 1
— = —(1- A.
v = -5+ (53)
The total change in the entropy at each measurement is
aS as
At each new measurement An;, = AN =1 for one of the classes i = j. Thus
s 0S
AS = —+—
on, " ON
1 n;

The change in entropy, subject to the constraint represented by the Lagrange mul-
tiplier A can be both positive and negative. Entropy decreases when

(3-)n% T () w
i#]

which occurs when one class of data dominates over a period of time, i.e. when
the distribution concentrates around a small number of classes, i.e. becomes less
random.

Note that the effect with large NV is to mitigate changes in the signal, thus one ex-
pects the entropy to converge towards its final approximate form, in approximately
polynomial time. Thus, the longer the period of time over which one measures the
entropy, the harder it is to see changes, and the more the system will resemble a
steady-state system. This suggests that an optimal sliding window representation
will be most useful for seeing gradual changes in behaviour. This this result was
found in the empirical data. Strictly speaking, the result grows with the num-
ber of measurements rather than the actual time; thus measurements of infrequent
transactions will take longer to stabilize.

6.2. Initial state picture of entropy

In any information system, the change in total state, over time, can be seen
as the gradual enactment of an ‘instruction’ or ‘message’, over macroscopic time.
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This is related to the graph theory discussion in ref. 8. A geometrical picture of
such a message can be constructed as a pathway through a lattice of D dimensions,
where D is the number of classes of information (the alphabet) required to represent
it. The message is formed by moving one lattice spacing in the direction of each
character or component of the message, in order, from the origin to a final point.
Every unique route through the lattice represents a unique lattice.

The information exchanged in a message between source and receiver is char-
acterized by its entropy. Entropy is also related to the classification of states in a
macroscopic system, thus it is possible to visualize the change in cumulative entropy
as being related to a change in the statistical state of the system, over time, moving
it from the origin 0 to a new point d. Entropy increases because information is lost
through classification. If one attempts to reverse any change in the system by going
back to the origin from any point J, then there is no unique return journey because
the distinction between the paths is wiped out by the averaging procedure.

The increase of entropy is therefore related to the loss of distinguishing labels be-
tween different signals, either through averaging or by increasing randomness across
many distinguishable classes. A decrease in entropy occurs when the signal shows
increasing specificity in a few classes. From a point cf, the number of equivalent
journeys back to the origin is:

- - j=
N@) = (59)
11
k=1
This grows rapidly with the Euclidean distance |J]
| (60)

—

The entropy N(d) may be considered as a measure of the disorder in the system.
The entropy measures the ‘hopelessness’ of finding the original route which led to
the deviation. N may also be thought of as characterizing a measure of the amount
of potential work has been lost to the system as a result of its deviation from the
ordered state. Or conversely, here it may be considered a measure of the amount of
work which would have to be expended in order to return the system to its ordered
state. To gauge how quickly this grows with distance, one may compute the rate of
increase in numbers of paths as d increases. Define

& — N8 - N
|Ad|

= N(dl,..,di—l-l,..dp)—N(dl,..,di,..dD) (61)
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The rate of increase on the discrete lattice may be defined by,

di = D
_VN@ __ 1 4
A= NG~ @D ;d]. (62)

This shows that the rate of increase is in fact approximately proportional to the
distance. In other words, the rate of increase has the property that

N — N x N'. (63)
or, defining the actual entropy by,
S=InN. (64)
one has,
S—S+InN" (65)

This has the property as a conformal (scale) transformation, with derivative,

O¢N'

(’“)tS’—>8tS+ N .

(66)
This geometrical form is referred to in ref. 12 and can be used here in the form

9 — (Or + Ap)o. (67)

in order to model non-steady state behaviour in an action formulation. This con-
struction appears in the coming sections in relation to pseudo-periodic variation.
Its significance is that it identifies the conformal change in entropy to be a re-
classification of coarse-graining procedure, i.e. a redefinition of local averages. As
a point of cultural reference, the connection with the thermodynamic entropy

S =kglnQy, (68)

where kp is Boltzmann’s constant and ) is the number of microstates, is straight-
forward. This will be taken up towards the end of the paper.

7. Analysis of the pseudo-periodic behaviour

The most significant feature of computer transaction numbers, found in empiri-
cal studies, is the daily and weekly periodicities. See figure 1. This behaviour occurs
due to the pseudo-periodic regularity in the average usage imposed by human social
cycles. In this section, this periodicity, which acts as a topological boundary con-
dition on the dynamical behaviour of the computer, is considered. Its relationship
to thermodynamical behaviour is described and the free energy is computed for a
pseudo-periodic system.
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Figure 2: The weekly average of non-privileged proces transactions shows a constant
daily pulse, quiet at the weekends, strong on Monday, rising to a peak on Tuesday
and falling off again towards the weekend.
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Computer behaviour is dominated by cyclic occurrences. The periodic weekly
and daily patterns of usage, driven by human social cycles are long term periodici-
ties. Pseudo-periodic behaviour is also important in statistically fluctuating systems
at the microscopic level, since it serves as a model for dynamical equilibrium, with
fluctuations. There is a circularity in the the notion of a fluctuation or transaction.
Some information is emitted and some other information is absorbed. Alternatively,
a resource is accessed and then it is released, e.g. a connection is made and then
terminated, or a request is sent and a reply is returned. This is a cycle which,
repeated over many fluctuations, attains a statistical significance.

From a cultural perspective, a model of transactions, maps directly onto the
physical problem of virtual particles, or fluctuations from a heat bath used in other
branches of physics. In thermodynamics, the equilibration process is characterized
by emission from the heat bath, followed by re-absorption, a short time later. The
acts of emission and absorption occur at different rates, determined by a ratio

Connect Emission SE

= 69

Disconnect ~ Absorption (69)
for a source with maximal entropy. This defines the average cost or energy E of
making the transaction (see below), relative to a scale 8 = 1/kT which is known as
the inverse temperature. This can also be written in terms of complex variables, in
the form

Gt +iB,t') = e PEG(t,1), (70)

where G(x, 2’) is the correlation function for a thermally distributed variable. This
result, called the Kubo-Martin-Schwinger (KMS) condition, expresses the periodic-
ity of the fluctuation process, up to a weight determined by the Boltzmann factor.
In other words, a system in thermal equilibrium is in a steady state. It simply cycles
on a short time-scale, performing fluctuations which take it nowhere on average.

In the case of computer transactions, one does not need to appeal to this analogy,
but there is an identical structure. In ref. 7 it was noted that the temperature
was simply an arbitrary scale factor, while in ref. it was shown how the effective
equilibrated temperature can be related to correlation lengths between transactions,
which is a property of hardware devices. The central point is that an almost periodic
behaviour leads to behaviour with a specific calculable signature, which is closely
resembles thermal. Starting with this, one can then go on to consider how the
actual behaviour deviates from strictly periodic behaviour and construct an precise
conformal transformation which expresses this deviation.

The implication of this transformation is that a large part of the behaviour
is determined entirely by entropy properties and periodicity, which are invariants.
The residual signal in the transactions is then determined by the variance from this
pattern.

7.1. Pseudo-periodic statistics
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Consider a variable ¢(t) for —oo < ¢t < 0o, whose behaviour is approximately
periodic, with period P:

q(t + P) = e q(t) = q(1). (71)
To express this more precisely, we can write
q(t) =q(t) + dq(t), (72)

where G(t) is a strictly periodic function and dq(t) is a fluctuating variable, such
that

| maxq(t) — ming(t)| > | max dq(t)], (73)

i.e. the size of the fluctuations about the mean g(¢) is small compared to the
variation of the mean itself.

In order to analyze ¢(t), it is convenient to define it on an interval 0 < 7 < P
with a circular topology, i.e. a circle of circumference P. The variable ¢(t) is
multi-valued on this interval, but its average, over N periods of data

a(r)

(o) = Y LD (74)

is single valued, subject to a periodic variance. The fluctuations dg may be char-
acterized by a standard deviation, which is also single valued and periodic, and is
related to the Green (correlation) function, or generator of fluctuations:

g(r +nP) —g(r)? = (6g(r)?
oo(r) = 2)[q(+N)<J()]: Z;)Iqj(v)l
= @) — a3
= G(r,7) (75)

The signal is thus separated into a part which represents a stable trend, or expecta-
tion value, and a variance which represents the average effect of a fluctuation. The
standard deviation at average time 7 is used to define a conformal scaling trans-
formation, which forms the mapping between the actual pseudo-periodic system
and the steady-state, periodic model. It was used in refs. >% in order to compare
measured data to a calculated expression. In the final section of this paper, it is
related to the transformations already noted, and is tied together and explained in
terms of the non-Poissonian statistics.

7.2. Book-keeping parameters: energy

The cost of making a transaction can be called its energy, as is convention in
physics. The total sum of energies for all fluctuations is called the free energy in
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analogous fields like statistical mechanics, and Bayesian information theory. In field
theory, the effective action generates this quantity, without the need for analogy.
If one visualizes every transaction as lines drawn between two points z, z’, so that
information first travels from x to 2’ and then back again, this forms a graph which
resembles a bubble (the same picture is used for virtual particles in statistical field
theory), the effective action/free energy is explicitly the sum of all connected bubble
or loop graphs. In other words, it is the sum over all fluctuations about the mean
value solution of the action, coupled to an environmental source. In this case,
the simple form of the action means that there is only a single loop graph in the
effective action sum, and the source is periodic, which affects the evaluation of the
effective action, through boundary conditions. This is therefore the complete sum
of transactions over macroscopic time.

If it seems confusing that the cost of transactions should be measured in this
way, one can always appeal to the analogous situation in thermodynamics, where
the energy of a gas represents the mechanical excitation of kinematic properties
like linear momentum and vibration. In other words, energy measures activity. For
periodic the energy of an event is related to the frequency w of the oscillations by

E, x w = ne, n=0,+1,42... (76)

The free energy is a measure of the total activity of the system; it is the sum
over all cyclic fluctuations, with microscopic (transaction) energies E,, with every
statistically probable energy. In other words, it summarizes the activity in the
system which is not simply noise. In physics, the free energy measures the amount
of energy available to do work, i.e. that which is not spread evenly about the
system as noise, i.e. lost to entropy, but is concentrated into vessels from which
work /information can be extracted.

In this paper, the main interest in the free energy is in its spectral decomposition,
i.e. its role as a generating functional for predicting the nature of the fluctuations
themselves, since this can be determined directly by measurement, with only a
simple transformation.

7.3. Fluctuation spectrum and scale transformation

The fluctuation spectrum of a statistical system measures the distribution of
values about the mean. It is an measure of the activity of the system. In the
present study, it is the distribution of g about g.

A universal characteristic of pseudo-periodic systems is that they have fluctua-
tion spectra which can be related to the form

1
p(x,0) ~ cr+2mif _ ]’ (77)

for real parameters x and 6. This can be calculated analytically for a generic
fluctuating variable with parameter space R™ x S!, given the boundary condition

q(t 4+ P) = ¥ ¢(7). (78)
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For 6 = 0, the fluctuation spectrum is the Bose-Einstein distribution. This distribu-
tion has the property of being that which results from a Boltzmann weighted source
with maximal entropy (i.e. a maximally random source) when the allowed energies
are quantized in integral measures. Pseudo-periodic systems have this form because
they they automatically have quantized energy spectra.

The main obstruction in the present situation is the fact that the average value
and the variance both vary as functions of time. The problem can be overcome by
performing a conformal scaling transformation (see below) which amounts to using
dimensionless variables. It is shown below that this is a mapping onto a maximum
entropy state.

It is found by dividing the vertical scale, at any time 7, up into regions or cells
of equal spacing Q < Q; < Q; and counting the number of measured values
which fall into these regions at a given time 7. This histogram may be written as a
function of the cell-value and the periodic time:

N—-1
Ny(Qi,7) = > [0 (5q(r +nP) - Q;) — 0 (6q(r + nP) — Q)] . (79)
n=0

This is the true fluctuation spectrum of the data, which varies as a function of
7. It is complicated and contains information in a form which is inconvenient for
computational analysis. A related spectrum, which is simpler to work with, may
be found by performing a simple transformation of the true distribution. The time-
dependent variance can be scaled onto a fixed width scale at each time 7 by scaling
away the time-varying standard deviation of ¢(t) at each time. In other words,
at each time one divides all values by the standard deviation itself, so that the
distributions all occupy the same average scale. i.e.

(1) £ 04(7)

) & 04(r) — 9(r) £ 1= L= 200, (50)

and
+
+ +_ Q;
1

QF o= Uq(T)'

This type of time-dependent transformation is related to the conformal group in

(81)

the mathematics of parameter spaces. The advantage of this transformed spectrum
is that each local spectrum at time 7 becomes directly (globally) comparable. This,
in turn, allows the sum over all times to be computed, giving much more data and a
smoother distribution. The slow time-variation of the fluctuations is scaled away by
an easily calculated transformation, resulting in a distribution which is constant for
all time. The utility of the transformation is that it allows a considerable increase
in the number of comparable data, increasing the accuracy of the averages, and also
that it yields a simplification in the representation of the data: the variations which
are purely universal may be subtracted out, leaving a simpler set of parameters
(T, o(7)) which characterize all the data.
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The new spectrum may therefore be collapsed and computed as follows:

N-1

pq(Xi) = /dT > [0(6¢(r +nP) —x;) — 60 (56(7 +nP) = x;)]. (82)

n=0

The sum over all such fluctuations is the total activity of the system (called the
effective action or free energy). If the width of each cell is Ay; = X;r —X; , then

F = ZAXiP(Xi)

= / dx p(x)- (83)
The discrete sum may be approximately by an integral in the limit of large N.

7.4. FEvaluation of the effective action

The effective action generating functional may be used to sum fluctuations in
an arbitrary system with a maximal entropy weighting. To do this, one takes the
energy functional for a general dynamical system, known as the Hamiltonian. Here
it is equivalent to the Euclidean action S[g]. Introducing a vector of n additional
regularizing parameters x for generality, one may write

B
St = [ ar [t@0|j@000+ j0000 V] 50

where V (g, 7) is a general potential function which represents additional costs due
to environment. The simplest case corresponds to taking V' (g,7) = 0. In terms of
analogies, this corresponds to the calculation of black body radiation, since photons
have no mass, i.e. there is no cost barrier to be overcome in order to emit a photon,
or make a transaction. Here, the simplest case corresponds to there being no barrier
to the execution of transactions due to environmental considerations.

The justification for choosing this simplest energy or cost functional is that it
is indeed the simplest possible dynamical generating functional. Although one can
conceive of environmental considerations leading to constraints which add additional
costs to the ability to make transactions (e.g. server availability or network latency),
one would not expect a well tuned, moderately loaded system to exhibit any special
impediments to its functioning. So one might expect a wide range of hosts to give
rise to this form. The behaviour of systems with non-zero potentials V (g, x, t) which
mimic the effects of hidden cost can be tested later. Another reason for looking at
the simplest case is that, from ref. '° it is known that some cost potentials can
be absorbed (removed) by the conformal re-parameterization alluded in the present
work. We shall return to the problem of more general models later, since the
appearance energy gaps/impedances are one possible way in which anomalies and
deviations from ideal state might manifest themselves.
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The simplest generating functional for a system pseudo-periodic in time may
be found by considering the following boundary condition required to make ¢lt]
pseudo-periodic:

q(m+ P) = e"q(r), (85)

for some complex #. The discussion is simplest when 6 is independent of time, but
it can be generalized to allow for a variable #. Writing the Fourier expansion of

q(r, .’L‘),

alr.o) = [ SEeT g ), (56)
and using the boundary condition, one obtains the condition:
Wl = 2mif+2mni () 41,42, (87)
or
2m(n+46
w= % (88)

Notice how the circular frequency w is quantized in integer values, meaning that
the energy/cost is also quantized. The value of k is unrestricted. With this periodic
restriction on w, it is possible to evaluate the free energy by complex summation
techniques'®2".

The effective action or free energy is obtained by functional integration over that

part of the classical action which is quadratic in the fluctuation fields. The result
;210,21
ist?

I'[{g)] = Trin(— + m?) (89)

where [T denotes the Laplacian on R™ x S This may be evaluated using dimensional
regularization and Fourier transforms. The momentum space representation of the
propagator (A = (—[1 g +m?)~!, in the group representation R) may be used to
evaluate the one loop diagrams. We begin by noting that

0

om?2

Trin(-O g +m?) = TrG = /dva(ac, ). (90)

Taking the Fourier transform

k1 1
Gla,z) = /Wﬁ l;oo (k2 + (2) (1 + 6)2 +m?) o

enables the traced, coincidence limit propagator to be evaluated in terms of standard
result

| o 2 m) D(s — 3)(m?)#~ (92)
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Evaluating this integral and integrating back with respect to m? leaves

_n\ % 1+ n
Trln(_DR‘i‘mQ):_F(pj# > [+ +m?? (93)
l=—00

where v = mP/2w. The remaining sum over the discrete label [ has been given by
Ford '°. The calculation is give in Appendix 2. Substituting the result gives an
integral representation for the one-loop effective potential

n+41
2\ 2
_ 2 m” n+1
s anty= ()T ()
+ 4P-<"+1>w"/2r(—g)sin(”—;)f_%(u;e), (94)
where ) 2vn/2
B © (x® — )V de
f-g () =Re / oxp2n(z +i0)] —1° (95)

Since dimensional regularization was used, an analytic continuation of n to its
actual value is understood. However, here the correct value of n is not known for
the computer system. The first term on the right hand side of (94) is a shift in
the absolute value of the integral. Since the boundary conditions on the functional
integral have not been specified, this is of no particular interest for our purposes
(it does not depend on (g) or P), and may be safely dropped, which amounts to a
renormalization of the zero scale. The second term on the right hand side of (94)
is finite for all positive integral values of n. Again, since normalizations of the field
behaviour are not specified in the functional integral, the constant of proportionality
is not determined. The interesting part of the relation is the form of the integrand
in the remaining integral over x. Thus, for n spatial-dimensions and one circular 7
dimension, the result is

o0 w’ﬂ
I /0 s

oo A—(nt+2)

This is the integral over the Planck radiation law when 6 = 0, which is the form of
the graph demonstrated in ref. 7. The parameterization in terms of A = 1/w is the
one with the correct scaling properties, since each distribution represents a density
profile through a graph of frequencies versus dq, and for a transaction

5q ~ /dt’ G(t,t") 6J(t)

L 576t
W —w

~ 0\ dn, (97)

~
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for some dimensionless impulse dn. In dimensionless coordinates £ = /A, the
distribution or fluctuation spectrum is thus,

Be) = S 98
(5) - 65+27”'9 _ 1' ( )

For 6 = 0, this curve is known as the Planck distribution, and is obtained in the
limit only for strictly periodic systems Adiabatic changes, which modify this exact
form, can be be transformed away by a rescaling analogous to the one used in this

paper:
Slql — Sla/oq); (99)

and

org— L [at - (a—(’)] 0 (100)

Oq Oq

where the second term is a conformal correction factor, from eqn. (67). This
transformation allows one to map slowly varying, non-thermal systems back onto
an equivalent thermal system, with the help of a change of variable, thus recovering
a the Planck form, up to a scale. What this accomplishes is a complete separation
between predictable and unpredictable parts of the signal ¢(7), and thus a significant
compression of the data contained there. This has obvious implications for anomaly
detection. The calculated spectrum is compared with experimental data from ref.?
in figure 2.

8. General case for inconstant time-series

The transformation discussed above maps an arbitrary dynamical time-series,
with a fixed local averaging procedure, onto a steady state system with Poisson-like
behaviour. The example which has been useful here is that of averaging over periodi-
cally related points. The averaging makes sense when the deviation is slowly varying
compared to the fluctuation time-scale. This is a general problem in non-equilibrium
physics and has been discussed at length in refs. 1?22, In the previous section, this
property was applied without explanation to the pseudo-periodic variables. We now
seek another explanation for the appearance of thermal behaviour from an actually
non-equilibrium starting point, i.e. how a non-Poisson process maps onto an essen-
tially Poisson one. The reason why this works for pseudo-periodic sources is simply
that the periodicity defines a local time-scale for the definition of an average, i.e. a
natural separation of scales. The transformation simply reclassifies the data on a
variables scale, whose effect is to alter the entropy towards a maximum. The prop-
erty is not special to pseudo-periodic behaviour!?. After the scaling transformation,
the resulting form of the distribution is also special in the periodic case the Planck
form, however it is possible that the method will also be applicable to non-periodic
data.
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Figure 3: The Planck fluctuation spectrum for World Wide Web transactions aver-
aged over abaout sixty daily periods. The solid line shows actual data; the dotted
line shows a calculated curve. The x-axis gives the deviation about the scaled mean
value of 50 and the y-axis shows the number of points measured in class inter-
vals of a half 0. Considering the small number of samples (sixty) in relation to
thermodynamical orders of magnitude, the fit is impressive.

Poisson distributions are associated with stochastic systems for which the prob-
ability of occurrence of an event is constant over scales much larger than the fluc-
tuation scale. Normally the Poisson distribution refers to the behaviour of events
with respect to time, but this property can apply to any parameter for change in the
system. Here we refer to the discussion by Schwinger'®?3, where the results may
be read off without further calculation here. The fluctuation process is represented
by the transition, or partition function

(0_104)) = / dge=51, (101)

where S[q] is the action. In field theory, this is referred to as the vacuum persistence
amplitude in the presence of the source J. Its significance is that of an unnormalized
effective action. Its modulus

[(0-]04)|* = exp(—(N) ) (102)

represents the number of persistent deviations from the ground state, where the
ground state is the steady state in which there is no persistent activity in the system



The Kinematics of distributed transactions

(only fluctuations which arise and disappear). In other words, this number signi-
fies the number of incomplete transactions, i.e. the number of persistent processes
or open connections at a given time. The amplitude is not an expectation value,
since it has boundary conditions of a fluctuation. Expectation values may be de-
rived from the Schwinger closed-time-path generating function, which accounts for
the boundary conditions. A suitable generating functional for expectation values,
which sums over all complete fluctuations may be taken directly from Schwinger’s
work!8:23;

Tr((0|n)AY (n|0)) = exp((A — 1) / dtdt’ J(t)G ) (t,t)J (), (103)

where G(H)(¢,#') is the positive frequency Green function. Comparing the power
series expansion, the coefficient of the term AN is

P(N) = % eV, (104)

which is the Poisson probability coefficient, indicating that the fluctuations are
Poissonian. The expectation value of the energy operator is

(B) = / dtdt’ J(t)(i0,G ) (¢, ")) I (1)

= SulLP (105)

w

This provides the interpretation of the source as producing numbers of persistent
fluctuations:

Tl = (no). (106)

The nature of the fluctuations is readily seen by considering an infinitesimal time-
translation of time ¢. For the steady state system, this is a symmetry:

(eME=(ENty — oxp ( / dtdt' J(t)[GP) (t + ot,t") — G (L, 1) — 6t 8,G (¢, t’)]J(t’)) (107)

Differentiating this twice with respect to 6t gives
(BE—(EN(E" —(E)) = (EE)—(EXE)
= ) w | (108)
From eqn. (106) this can also be interpreted as
(1) — (70} (1) = Borar (N} = B 2. (109)
where

N=> n,. (110)
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This is characteristic of Poisson behaviour. Thus the steady state behaviour em-
bodies Poisson behaviour automatically in a fluctuation system.

For systems which interact with their surroundings in such a way as to break
with a steady state, the Poisson behaviour is modified by adiabatic changes. When
time variations occur in the average state of the system, the Green functions acquire
an additional dependence on the average coordinate t

t = t—t
_ 1 ,
i = 5(zt+t). (111)

From the dynamical symmetries of the system'®, the only change in the above
analysis is in the effective replacement of the derivative in equn. (107) with

- 19,GH)
815 + g—G(Jr)
= O+ A(D). (112)

8t —

A(t) is the now familiar conformal connection which absorbs and represents the
external influence on the system'®. The additional effect of this field can be absorbed
by a variable rescaling of fields, or ‘gauge transformation’:

Q
~
—~
~
~—

I

(0 + A)q(t)
¢t = qtyel FAO. (113)

In the present case, the rescaling which is used to map the pseudo-periodic system
onto a periodic one is the standard deviation o,. Clearly,

A= %5,5 Ino?, (114)

thus the transformation which maps the steady state system onto a non-steady state
is simply the (inverse) conformal transformation already alluded to:

q(t) — q(t)on. (115)

It is worth noting that the relation (109) is modified by the additional term. This
was explained in ref. 22, and it leads to non-Poissonian behaviour of the variables.
This summary of results shows that any non-Poissonian system which deviates adi-
abatically from Poissonian behaviour can be transformed into an equivalent Pois-
sonian system by a simple scaling transformation.

9. Conclusions

This paper details a stochastic view of computer transactions using the tools
of statistical field theory, in pseudo-periodic systems. Within the scope of this
framework one is able to calculate the behaviour of transactional, counting variables
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and generate profiles which agree with the experimental data, over the time-scales
which have been identified. The justification for the model is provided in terms
of the causal response to external influences on a periodic background, and the
entropy changes which result from this. Although setting up the problem requires
a small amount of formalism, the result can be reused in other situations where
transactional behaviour occurs.

The modes of data collection used in refs. %7 to test these models rely on the
sampling windows for data collection to be large enough to approximate maximal
entropy distributions, after scaling. The window sizes required for this vary ac-
cording to the density of events in the signals, but are typically of the order or
weeks or even months. Since the measurement windows are finite, and the systems
are not closed, entropy can both increase and decrease, thus maximal entropy dis-
tributions are not sufficient to explain the behaviour, without a conformal scaling
transformation.

The long time required to gather sufficient numbers of events, to give smooth
distributions with sufficient entropy, means that the types of average variables ana-
lyzed here are probably not directly useful for the detection of short term anomalies.
However, the utility of the results lies more in understanding the structure of the
information, and knowing which parts of it can be ignored in the short term. In
addition, the results are useful for capacity planning studies and long term changes
in behaviour. The place where shorter term anomalies might be detected is in the
scaling transformation itself (local variance), which can resolve anomalies on the
time-scale of one period. This seems to back up the results found in ref. ¢ and has
now been put to direct use in the state regulation project cfengine?4. The analysis
presented here shows that any non-steady-state system which deviates adiabatically
from steady-state behaviour can be transformed into an equivalent steady-state (ap-
proximately thermal) system by a simple scaling transformation. This transforma-
tion is non-reversible and non-unique, however in the analysis of time series, one is
interested in changes, and the ability for the slowly varying system to be related to
a static system is very useful.
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